
 

xi 

Table of contents 

List of tables ...................................................................................................... xvii 

List of figures ..................................................................................................... xxi 

List of abbreviations ....................................................................................... xxiii 

1 Introduction .................................................................................................... 1 

1.1 Oblivion of PI and the right to be forgotten .............................................. 7 

1.2 Traditional privacy: secrecy and control of PI .......................................... 9 

1.2.1 Privacy as secrecy and data minimization ......................................... 9 

1.2.2 Privacy as control of retained PI ...................................................... 11 

1.3 Challenging secrecy and control of PI .................................................... 12 

1.4 A third route: temporal contextual integrity of PI .................................. 15 

1.4.1 Missing overview of temporal boundary technologies .................... 17 

1.4.2 Lacking design alternatives .............................................................. 17 

1.4.3 Social benefits of PI’s temporal contextual integrity ....................... 18 

1.5 Overview of the research methods .......................................................... 19 

1.6 Contributions ........................................................................................... 21 

1.7 Outline ..................................................................................................... 22 

2 A theoretical framework of privacy as temporal contextual integrity ... 27 

2.1 Contextual integrity of retained PI and justice ....................................... 28 

2.1.1 Purpose limitation principle and contextual integrity ...................... 28 

2.1.2 Spheres of justice for retained PI ..................................................... 30 

2.1.3 Separating different episodes of a person’s life ............................... 32 

2.2 The philosophy of time for retained PI ................................................... 33 

2.2.1 Dependence of events and time........................................................ 34 

2.2.2 Relation to human time .................................................................... 36 

2.2.3 Time order ........................................................................................ 37 

2.2.4 Flow of time ..................................................................................... 38 

2.2.5 Dimensional features of time ........................................................... 39 

2.2.6 Existence of entities in time ............................................................. 40 

2.2.7 Topology of time .............................................................................. 40 

2.3 Basic axioms of temporal contextual integrity ....................................... 41 

2.3.1 Axiom 1: People are constantly changing ........................................ 42 

2.3.2 Axiom 2: People have a privacy interest in public PI ...................... 45 

2.3.3 Axiom 3: No areas of life are not governed by informational norms

 46 

2.4 Preserving privacy by PI’s temporal contextual integrity ...................... 47 

2.4.1 Personal information ........................................................................ 47 

2.4.2 Actors ............................................................................................... 49 

2.4.3 Context ............................................................................................. 50 

2.4.3.1 Temporal context ....................................................................... 51 

2.4.3.2 Today’s reinterpretation of historic temporal contexts ............. 52 

2.4.4 Conditions for PI’s temporal contextual integrity ............................ 53 

2.4.4.1 Preventing distortion with association and visibility of temporal 

context 54 



 

xii 

2.4.4.1.1 Association of temporal context ............................................ 57 

2.4.4.1.2 Visibility of temporal context ................................................ 58 

2.4.4.2 Preventing unexpected future disclosure by norms of being 

forgotten 61 

2.4.4.2.1 Norms of temporal appropriateness ....................................... 63 

2.4.4.2.2 Norms of temporal distribution ............................................. 66 

2.4.4.3 Overview of the integrity conditions ......................................... 66 

2.4.5 Maintaining the integrity conditions by drawing temporal 

boundaries ...................................................................................................... 67 

2.4.6 Constituting relationships of PI’s temporal contextual integrity ..... 69 

2.4.7 Temporal contextual integrity’s inseparability from contextual 

integrity .......................................................................................................... 71 

2.5 Tensions of PI’s temporal contextual integrity with privacy .................. 72 

2.5.1 Disclosure of temporal details with higher granularity .................... 72 

2.5.2 Increased accessibility to recently retained PI ................................. 74 

2.5.3 Reconciling transparency with privacy ............................................ 76 

2.6 Pragmatic uses of the framework ............................................................ 77 

2.6.1 Explanation and evaluation .............................................................. 78 

2.6.2 Normative guidance and justification .............................................. 81 

2.6.3 Pragmatic prescription for information system design .................... 85 

3 Review of technologies for drawing temporal boundaries on the web ... 89 

3.1 Related work ........................................................................................... 91 

3.2 Needs for drawing temporal boundaries in online services .................... 93 

3.2.1 Method ............................................................................................. 93 

3.2.2 A phase view on information subjects’ needs for drawing temporal 

boundaries within online services .................................................................. 96 

3.2.2.1 A need for oblivion due to privacy concerns ............................ 97 

3.2.2.2 A desire for control over the oblivion of PI .............................. 98 

3.2.2.3 A need for dissociation from obsolete PI .................................. 98 

3.2.3 Requirements for temporal boundary technologies ......................... 99 

3.3 Temporal boundary technologies in the services .................................. 101 

3.3.1 Method ........................................................................................... 101 

3.3.2 Temporal boundary technologies ................................................... 103 

3.3.2.1 Access boundaries ................................................................... 103 

3.3.2.2 Visible boundaries ................................................................... 107 

3.3.3 Do deployed technologies satisfy information subjects’ oblivion 

needs? 108 

3.4 Discussion ............................................................................................. 109 

4 Designing temporal interface signs for drawing visible temporal 

boundaries ......................................................................................................... 113 

4.1 The current state of temporal interface signs in user interfaces ........... 114 

4.1.1 Related work .................................................................................. 119 

4.1.2 The semiotics of temporal interface signs ...................................... 121 

4.2 Exploring the design space ................................................................... 123 

4.2.1 User focus groups ........................................................................... 124 

4.2.1.1 Method ..................................................................................... 124 



 

xiii 

4.2.1.2 Focus group results .................................................................. 126 

4.2.2 Expert consultations ....................................................................... 129 

4.2.2.1 Method ..................................................................................... 129 

4.2.2.2 Expert consultation results ...................................................... 130 

4.3 A catalog of temporal interface signs ................................................... 136 

4.3.1 Temporal indices of PI’s temporal context .................................... 140 

4.3.2 Temporal symbols of PI’s temporal context .................................. 143 

4.4 Implementing temporal interface signs into a prototype SNS interface

 146 

4.4.1 The SNS interface prototype .......................................................... 147 

4.4.2 Evaluating the interface prototype with SNS users ....................... 151 

4.4.2.1 Method ..................................................................................... 152 

4.4.2.2 Results ..................................................................................... 155 

4.4.2.2.1 Time presentation ................................................................ 156 

4.4.2.2.2 Temporal interface sign “symbolic objects: textual symbols”

 165 

4.4.2.2.3 Temporal interface sign “display salience: size” ................ 165 

4.4.2.2.4 Temporal interface signs “screen space: vertical/horizontal”

 166 

4.4.2.2.5 Summary of the results ........................................................ 167 

4.5 Discussion ............................................................................................. 167 

5 Temporal contextual integrity in online recruiting ................................ 173 

5.1 Applying the framework to online crowdsourcing labor markets’ 

reputation systems ........................................................................................... 174 

5.1.1 The online crowdsourcing labor markets’ reputation system context

 174 

5.1.1.1 Online crowdsourcing labor markets ...................................... 175 

5.1.1.2 Online reputation systems ....................................................... 176 

5.1.1.3 Privacy harm from distorting temporal context in reputation 

systems 178 

5.1.2 Analyzing app designers’ privacy with temporal contextual integrity

 179 

5.1.2.1 Basic axioms of temporal contextual integrity ........................ 180 

5.1.2.1.1 Axiom 1: App-designers change over time ......................... 180 

5.1.2.1.2 Axiom 2: App designers have a privacy interest in their online 

reviews 181 

5.1.2.1.3 Axiom 3: Online crowdsourcing labor market’s reputation 

systems are governed by informational norms ..................................... 181 

5.1.2.2 Applying the concepts of temporal contextual integrity ......... 182 

5.1.2.2.1 Personal information: online reviews .................................. 182 

5.1.2.2.2 Actors ................................................................................... 183 

5.1.2.2.3 Final causes of the context .................................................. 183 

5.1.2.2.4 Association and visibility of reviews’ temporal context ..... 184 

5.1.2.2.5 Norms of being forgotten .................................................... 184 

5.1.2.2.5.1 Norms of temporal appropriateness .............................. 185 

5.1.2.2.5.2 Norms of temporal distribution ..................................... 186 



 

xiv 

5.1.2.2.6 Isolating the framework’s concepts ..................................... 189 

5.1.2.3 Do visible temporal boundaries increase conformance to social 

norms of being forgotten? ........................................................................ 189 

5.2 Online survey with reputation system users ......................................... 191 

5.2.1 Method ........................................................................................... 192 

5.2.2 Norms of being forgotten ............................................................... 194 

5.2.3 Creating review texts for app-designers’ online reputation profiles

 200 

5.2.3.1 Creating online reviews ........................................................... 200 

5.2.3.2 Compiling the online reviews into four consistent profiles .... 202 

5.2.4 Designing a graphical timeline interface component for online 

reputation systems ....................................................................................... 204 

5.2.4.1 Comparing alternative temporal interface signs for displaying 

the temporal context of reviews ............................................................... 204 

5.2.4.2 Evaluating the utility of timelines for representing reputation 

profiles 208 

5.2.4.3 Building the timeline interface component based on user 

feedback 210 

5.2.4.4 The pragmatics of drawing visible temporal boundaries ........ 213 

5.2.5 Discussion and limitations ............................................................. 214 

5.3 An experiment on encouraging conformance to norms of being forgotten 

by drawing visible temporal boundaries ......................................................... 216 

5.3.1 Visible temporal boundaries in online crowdsourcing labor markets’ 

reputation systems ....................................................................................... 217 

5.3.2 Hypotheses ..................................................................................... 220 

5.3.3 Method ........................................................................................... 225 

5.3.3.1 Briefing .................................................................................... 226 

5.3.3.2 Scenario ................................................................................... 227 

5.3.3.3 Reputation profiles .................................................................. 228 

5.3.3.4 Interface manipulations ........................................................... 234 

5.3.3.5 Manipulation checks ................................................................ 238 

5.3.3.6 App designer choice ................................................................ 239 

5.3.3.7 Post-questionnaire ................................................................... 240 

5.3.3.8 Pretesting and conducting the study ........................................ 244 

5.3.4 Results ............................................................................................ 245 

5.3.4.1 Preparation, cleaning and demographic characteristics of the 

sample 245 

5.3.4.2 Manipulation checks ................................................................ 248 

5.3.4.3 The effect of visible temporal boundaries on norm-conformance 

of choice 251 

5.3.4.4 Controlling for other influences on norm-conformance of choice

 257 

5.3.4.5 Testing for confounds with choice confidence and forgiveness

 258 

5.3.4.5.1 Testing for confounds with choice confidence .................... 259 

5.3.4.5.2 Testing for confounds with forgiveness .............................. 262 



 

xv 

5.3.4.6 The utility of timelines for encouraging norm-conform choice

 264 

5.3.5 Discussion and limitations ............................................................. 266 

6 Conclusions and future work .................................................................... 271 

6.1 Safeguarding PI’s temporal contextual integrity is essential for 

individual human development ....................................................................... 272 

6.2 Designing information systems wisely ................................................. 275 

6.3 Future research directions ..................................................................... 280 

6.3.1 Understanding norms of being forgotten ....................................... 280 

6.3.2 Enhancing oblivion by temporal contextual integrity .................... 282 

6.3.3 Promoting individuality in online representations ......................... 284 

Appendices ........................................................................................................ 287 

Appendix A – Analysis of user oblivion needs and temporal boundary 

technologies ..................................................................................................... 287 

A.1 Reliability of the user need observation analysis .............................. 287 

A.2 Data sources of the analysis of temporal boundary technologies ..... 288 

Appendix B – Focus group discussions and expert consultations .................. 290 

B.1 Fictitious Facebook post used in the focus group sessions ............... 290 

B.2 Participant answer sheet used in focus group sessions ...................... 291 

B.3 Transcripts of focus group sessions ................................................... 295 

B.4 Demographics of focus group participants ........................................ 306 

B.5 Topic guide and examples used in expert consultations ................... 307 

B.6 Reliability assessment of the analysis ............................................... 310 

Appendix C – Think-aloud evaluation of the SNS interface prototype .......... 311 

C.1 Structured guide used in think-aloud sessions................................... 311 

C.2 Questionnaire ..................................................................................... 314 

Appendix D – Materials of the online survey ................................................. 318 

D.1 Online survey questionnaire .............................................................. 318 

D.2 Reasons for online review obsolescence ........................................... 334 

D.3 Pre-test results of online reviews ....................................................... 352 

D.4 Reputation profiles of app designers ................................................. 368 

D.5 Evaluation of graphical timeline ....................................................... 372 

Appendix E – Materials of the experimental study ........................................ 384 

E.1 Guide for briefing participants in the laboratory ............................... 384 

E.2 Online questionnaire of the experimental study ................................ 385 

E.3 Online reputation profiles .................................................................. 407 

E.4 Items of temporal awareness manipulation check ............................. 411 

E.5 Structured guide for think aloud test of experimental study ............. 412 

E.6 Psychometric measurement model evaluation results ....................... 415 

E.7 Linear regression results .................................................................... 420 

References .......................................................................................................... 429 

 

  


